ALLENDALE PRIMARY SCHOOL
ONLINE SAFETY POLICY

Aim:
The aim of this policy is to set out the ways in which the school will:
* educate all members of the school community about their rights and responsibilities with
the use of technology;
*  build both an infrastructure and culture of Online Safety;
» work to empower the school community to use technology including the Internet as an
essential tool for life-long learning.

Status:
Statutory

Relationship to other policies:

This Online Safety Policy is used in conjunction with other school
policies, in particular the Child Protection & Safeguarding Policy and Acceptable Usage
Agreements.
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Chapter 1 - Roles and Responsibilities

Governors:
* Approve and review the effectiveness of the Online Safety Policy
» Delegate a governor to act as Online Safety link
* Online Safety Governor works with the Online Safety Leader to share monitoring
outcomes and report to the governors

Headteacher:
* Ensure that all staff receive suitable CPD to carry out their Online Safety roles
» Create a culture where staff and learners feel able to report incidents
» Ensure that there is a system in place for monitoring Online Safety incidents
» Follow correct procedure in the event of a serious Online Safety allegation being
made against a member of staff or children



Inform the Local Authority about any serious Online Safety issues
Ensure that the school infrastructure / network is as safe and secure as possible
Ensure that policies and procedures approved within this policy are implemented

Online Safety and Computing Leader (Deputy Headteacher):

Monitor concerns logged by staff and inform others of Online Safety incidents,
including the Online Safety Governor

Lead the establishment to review Online Safety policies and documents

Ensure all staff are aware of the procedures outlined in policies relating to Online
Safety

Teaching and Support Staff:

Participate in any training and awareness raising sessions

Read, understand and sign the Acceptable Usage Agreements

Act in accordance with the Acceptable Usage Agreements and Online Safety Policy
Follow the school’s reporting procedure to report any suspected misuse or
problems to the Online Safety Leader

Follow Child Protection procedures for all serious concerns

Monitor technology use in lessons, extracurricular and extended school activities
Plan appropriate Online Safety learning opportunities as part of a progressive
Online Safety curriculum

Respond to opportunities to model and discuss Online Safety

Children:

Read, understand and sign the agreed school Acceptable Usage Agreement
Participate in Online Safety activities, follow the SMART rules and report any
suspected misuse

Understand that following the SMART rules protects them out of school, including
time spent on electronic devices

Support their friends to use the Internet responsibly and safely

Parents and Carers:

Endorse (by signature) the Child Acceptable Usage Policy

Discuss Online Safety issues with their child/ren and monitor their home use of
technology devices (including mobile phones and games devices) and the Internet
Keep up to date with issues through newsletters and other opportunities

Inform the Headteacher of any Online Safety concerns that relate to the school

Technical Support Provider:

Ensure the school’s ICT infrastructure is as secure as possible

Create password protected accounts for staff members to access confidential
information relating to pupils

Maintain and inform the Senior Management Team of issues relating to filtering
Keep up to date with Online Safety technical information and update others as
relevant

Visitors:

Use digital devices only in line with their business and in areas where they



have been approved to do so
» Do not take/use images of pupils unless approved to do so
» Do not leave equipment unattended
* Do not use digital devices belonging to the school unless approved to do so

Chapter 2 — Policy Communication
2.1 How the policy will be introduced to pupils:

This will be taught through the Computing programme of study and as part of every subject
whenever pupils are using the Internet or accessing digital devices. Ongoing issues will also be
covered in school newsletters, via Facebook and through assemblies and workshops.

e All users will be informed that network and Internet use will be monitored.

* An Online Safety programme of study (included in the 3 year curriculum planning cycle for
all year groups) will be established across the school to raise the awareness and
importance of safe and responsible Internet use amongst pupils.

» Pupil instruction regarding responsible and safe use will precede Internet access.

* Online Safety rules will be posted throughout school.

» Safe and responsible use of the Internet and digital technology will be reinforced across the
curriculum and subject areas.

» Particular attention to Online Safety education will be given where pupils are considered to
be vulnerable.

2.2 How the policy will be discussed with staff:

It is important that all staff feel confident to use new technologies in teaching and the Online Safety
Policy will only be effective if all staff subscribe to its values and methods. ICT use is widespread
and all staff including administration, midday supervisors, governors and volunteers should be
included in awareness raising and training. Induction of new staff should include a discussion
about the school Online Safety Policy.

+ The Online Safety Policy will be formally provided to and discussed with all members of
staff.

» To protect all staff and pupils, the school will implement, and regularly review the
Acceptable Usage Agreements.

« Staff will be made aware that Internet traffic can be monitored and traced to the individual
user and that misuse may result in punitive action.

» Discretion and professional conduct is essential.

» Up-to-date and appropriate staff training in safe and responsible Internet use, both
professionally and personally, will be provided for all members of staff.

« The school will highlight useful online resources which staff should use with children in the
classroom.

» Al members of staff will be made aware that their online conduct out of school could have
an impact on their role and reputation within school. Civil, legal or disciplinary action could
be taken if they are found to bring the profession or institution into disrepute, or if something
is felt to have undermined confidence in their professional abilities.



2.3 How parents’ support will be enlisted:

Internet use in pupils’ homes is increasing rapidly, encouraged by low cost access and
developments in mobile technology. Unless parents are aware of the dangers, pupils may have
unrestricted and unsupervised access to the Internet in the home. The school will help parents plan
appropriate, supervised use of the Internet at home and educate them about the risks. Parents
should also be advised to check whether their child’s use elsewhere in the community is covered
by an appropriate use policy.

+ Parents’ attention will be drawn to the school Online Safety Policy in newsletters, school
prospectus, through Facebook and on the school website and summarised through various
awareness raising articles on a regular basis.

* A partnership approach to Online Safety at home and at school with parents will be
encouraged. This will include offering parental workshops with resources, links and
suggestions for safe home Internet use, or highlighting Online Safety at other attended
events (e.g. performances and productions). Information and guidance for parents on
Online Safety will be made available to parents in a variety of formats.

Chapter 3 - Teaching and learning of Online Safety:
3.1 Why Internet use is important:

* The purpose of Internet use in school is to raise educational standards, to promote pupil
achievement, to support the professional work of staff and to enhance the school’s
management functions as well as maintaining an online presence to the wider community.

» Internet use is part of the statutory curriculum and is a necessary tool for learning.

* The Internet is a part of everyday life for education, business and social interaction.

» The school has a duty to provide students with quality Internet access as part of their
learning experience.

» Pupils use the Internet widely outside school and need to learn how to evaluate Internet
information and to take care of their own safety and security.

* Internet access is an entitlement for students who show a responsible and mature
approach to its use.

3.2 How Internet use benefits education:
Benefits of using the Internet in education include:

* Access to worldwide educational resources;

» Educational and cultural exchanges between pupils worldwide;

* Access to experts in many fields for pupils and staff;

» Professional development for staff through access to national developments, educational
materials and effective curriculum practice;

» Collaboration across networks of schools, support services and professional associations;

» Improved access to technical support including remote management of networks and
automatic system updates;

« Exchange of curriculum and administration data with Northumberland County Council and
DfE.

* Access to learning wherever and whenever convenient.



3.3 How Internet use can enhance learning:

» The school’s Internet access will be designed to enhance and extend education.

+ Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use.

* The school will ensure that the copying and subsequent use of Internet-derived materials
by staff and pupils complies with copyright law.

» Access levels to the Internet will be reviewed to reflect the curriculum requirements and the
age and ability of pupils.

» Staff should guide pupils to online activities that will support the learning outcomes planned
for the pupils’ age and ability.

+ Pupils will be educated in the effective use of the Internet in research, including the skills of
knowledge location, retrieval and evaluation.

» Pupils will be taught to acknowledge the source of information used and to respect
copyright when using Internet material in their own work.

3.4 How pupils learn how to evaluate Internet content:

» Pupils will be taught to be critically aware of the materials they read and shown how to
validate information before accepting its accuracy.

* Pupils will use age-appropriate tools to research Internet content.

* The evaluation of online materials is a part of teaching and learning in every subject and
will be viewed as a whole-school requirement across the curriculum.

Chapter 4 - Managing Information and Data Systems:
4.1 How information systems security will be maintained:

* Users must take responsibility for their network use and act reasonably (e.g. the
downloading or uploading of large files during the working day will affect the service that
others receive)

» The server operating system must be secured and kept up to date.

» Virus protection for the whole network must be installed and current.

» The security of the school information systems and users will be reviewed regularly.

* Virus protection will be updated regularly.

+ Portable media may not be used without specific permission.

» Unapproved software will not be allowed on any device.

+ Files held on the school’s network will be regularly checked.

» The Network Manager will review system capacity regularly.

» The use of user logins and passwords to access various sites and resources will be
enforced.

4.2 How email will be managed:

* Pupils and staff must immediately tell a designated member of staff if they receive offensive
email.

» Pupils must not reveal personal details of themselves or others in email communication, or
arrange to meet anyone without specific permission from an adult.



» Access in school to external personal email accounts may be blocked.
» Email sent to external organisations should be written carefully and authorised before
sending, in the same way as a letter written on school headed paper would be.

4.3 How published content will be managed:

» The contact details on the website should be the school address, email and telephone
number.

* Pupils’ personal information must not be published.

» The Headteacher will take overall editorial responsibility for online content published by the
school and will ensure that content published is accurate and appropriate.

» The school website will comply with the school’s guidelines for publications including
respect for intellectual property rights, privacy policies and copyright.

Chapter 5 - Digital Video and Images:
5.1 How the use of digital images and videos will be managed:

The development of digital imaging technologies has created significant benefits to learning,
allowing staff and pupils instant use of images that they have recorded themselves or downloaded
from the Internet. However, staff and pupils need to be aware of the risks associated with sharing
images and with posting digital images and videos on the Internet.

* Written permission from parents or carers will be obtained before images/videos of pupils
are electronically published on the Internet. The main vehicles for this are the school
website and school and class Facebook accounts, but can also include approved third
parties (visits, visitors, local press efc).

« When taking digital images and posting on school website and Facebook, staff should view
this as an opportunity to model good practice with regards to the appropriate use of social
media.

« Staff are allowed to take digital video/images to support educational aims, but must follow
school policies concerning the sharing, distribution and publication of those images.

» Care should be taken when taking digital/video images to ensure that pupils are
appropriately dressed and are not participating in activities that might bring the individuals
or the school into disrepute.

» Pupils must not take, use, share, publish or distribute images of others without adult
permission.

* Pupils’ full names must not be used anywhere on the school website or Facebook
accounts. First names can be used in text only posts, but no child should be made
identifiable by associating names with videos or images.

Chapter 6 - Social Networking:

The rapid emergence of new technologies has brought about the opportunity to communicate with
others in a variety of new ways. Increasingly, technology has become a vital part of both our
working and our social lives and, when used responsibly, it can be a positive tool to enhance
teaching and learning. However, as with many new developments, the widespread use of social
networking sites, has implications for both individuals and institutions, none more so than schools.
It is therefore important that as an educational establishment, we balance our duty of care to our
staff and pupils with our duty to provide the best learning opportunities, while at the same time
ensuring that we preserve our good reputation and that we meet our legal responsibilities.



6.1 Purpose:
The intention of this policy is to ensure that employees’ use of social networking sites:

» does, when used explicitly for the purpose, enhance student learning

+ serves to maintain the positive working relationships which exist in school
» does not reduce our ability to effectively safeguard pupils

+ does not expose individuals or the school to potential legal action

» does not bring the name of the school into disrepute.

6.2 Definition of ‘social networking sites’:

For the purposes of this policy, the term ‘social networking’refers to any websites or apps which
allow individuals to interact with others, by sharing information, opinions, knowledge, interests,
pictures, video clips or photographs. This includes sites such as Facebook, Instagram, Snapchat
and Twitter but also covers other web-based services including podcasts, blogs, wikis and video
sharing sites such as YouTube. Please note that this is not an exhaustive list; due to the rapid
emergence of new sites, this policy is NOT limited to the named sites.

6.3 Scope:

This policy applies to all staff who work at our school. This includes teachers at all levels of
responsibility, supply staff, support staff, including part time support staff, governors, volunteers,
external service providers who work with our pupils and contractors.

6.4 Our Expectations:

Employees are personally responsible for the information they choose to publish online. Our school
encourages all its staff to take care in protecting their privacy and that of the school, our pupils and
their families.

The school regards all e-communications as being within the public domain, given that no one has
control of the content once it is sent. In the light of this, online activities should reflect the same
levels of respect, consideration, honesty and professionalism that a colleague would use in person
and this should be consistent with the standards and expectations outlined in ‘DFE teaching
standards. Similarly, personal views expressed concerning non-school issues should not be in
conflict with our school’s ethos and expectations. Racist or homophobic comments, for example,
would be considered unacceptable on the basis that at as school we do not tolerate discriminatory
attitudes.

6.5 Social networking during the school day:
Social networking for purely social purposes should not take place during the school day, except
for during an employee’s designated break or lunch time. Personal devices should not be

connected to the school wireless network.

Where social networking sites are being used for educational purposes (school Facebook
accounts), this may take place at other points in the school day but it is expected that individuals



posting items or information will have gained permission to do so from the Headteacher. Those
with permission to post to sites such as Facebook will have previously agreed to adhere to a set of
school standards included within this policy document.

The time spent using social networking sites, even if the aim is to enhance teaching and learning,
should not be to the extent that it interferes with an employee’s primary job responsibilities. The
impact of its use should be measurable and commensurate with the amount of time given to this
activity.

6.6 Identifying oneself as an employee of our school:

In identifying oneself as an employee of our school on a social networking site, an individual could
be seen as a representative of the school. This means that everything posted on to that individual’s
page has the potential to reflect on the school and our image. Any employee naming the school
also takes on the responsibility of representing the school in a professional manner and must
therefore ensure that their profile and related content is consistent with how they wish to present
themselves to colleagues, parents and pupils as well as being consistent with the image and ethos
of the school.

6.7 References to school based issues and stakeholders:

Discussions of school-based matters should be undertaken with caution. If an employee does
express a view on a school-based matter, it is important that the employee makes it very clear that
the view does not represent that of the school itself.

Care must also be taken in making reference to other staff, pupils, parents, governors or any other
member of our school community. Our relationship with our stakeholders is crucial and could be
damaged through the making of ill-considered comments. Pupils in particular should not be
referred to by name and any negative comments about members of our school community should
not be made. Images of colleagues should not be placed onto any online site without first gaining
permission from that colleague. Images of colleagues should be removed immediately upon their
request. If a colleague has any doubt about the appropriateness of a comment or posting, they
should err on the side of caution. It is important to remember that posts are archived online and
cannot be permanently deleted.

6.8 Confidential information:

As a school, we often legitimately need to discuss confidential information with colleagues. This
type of information should not be discussed or referred to, even implicitly, on social networking
sites. This includes discussions on private messaging sections of these sites, which are not
guaranteed to be a secure form of communication.

6.9 Safeguarding and Child Protection:

Friendships with pupils:

It is our policy that employees are not personal ‘friends’ with current pupils on social networking
sites. This is a measure to protect both pupils and also colleagues from malicious allegations.

Friendships with ex pupils:



Employees should not choose to be ‘friends’ on a social networking site with ex-pupils but, again,
must remember that the content of their posts will reflect on them and may reflect on the school
and others in the school community. It is also worth remembering that many pupils will still have
siblings in the school who may well have access to their social network pages, as may their
parents.

Posting of videos or photographs of pupils:

Videos, photographs or any other images of pupils should not be posted on any online forum
without first having received signed authorisation from the parents/guardians. However, the use of
images of pupils on the school website, school Twitter account or for whole school publicity
purposes, does not fall within the Social Networking Policy. In all circumstances, images which
identify pupils as being members of our school should only be used with extreme care.

6.10 Copyright and other legal issues:

Employees must comply with the law with regard to copyrights and plagiarism. The work of others
should not be posted on sites without permission unless it is in the form of brief quotations, which
comply with ‘fair use’ exceptions.

Employees must also consider their legal position with regard to libel and defamation of character.
Writing defamatory statements can result in legal action, brought by the victim. Furthermore, the
school may take its own action if it feels an employee has brought the school’s name into
disrepute.

6.11 Conclusion:

Our school is keen to embrace emerging technologies, such as social networking sites. Our aim is
not to discourage this use but merely to ensure that all of our school community, both staff and
pupils, remain safe while doing so. This policy, along with Professional Development sessions
offered throughout the year, seeks to ensure that staff are well informed, enabling them to use
social networking sites, confident in their ability to protect themselves and our pupils.

Chapter 7 - Technical Infrastructure:

The School ICT systems are managed in ways that ensure that the school meets Online Safety
technical requirements

» There are regular reviews and audits of the safety and security of school ICT systems.

» Appropriate security measures are in place to protect the servers, firewalls, routers,
wireless systems, work stations etc from accidental or malicious attempts which might
threaten the security of the school systems and data with regard to:

« The downloading of executable files by users

» The installation of programs on school devices unless permission is given by the
Computing Subject Leader

» The installation of up to date virus software

Access to the school network and Internet will be controlled with regard to:

» Users having clearly defined access rights to school ICT systems through group policies
* Adult users being provided with a username and password



« Children being provided with a username and password

» Users being made aware that they are responsible for the security of their usernames and
passwords and must not allow other users to access the systems using their log on details

» Users must immediately report any suspicion or evidence that there has been a breach of
security

* An agreed process being in place for the provision of temporary access for supply and
trainee teachers onto the school system.

» Children will use age-appropriate online tools and activities which will be adult directed

The Internet feed will be controlled with regard to access controls, which fall into several
overlapping types (commonly described as filtering):
» Blocking strategies prevent access to a list of unsuitable sites. Maintenance of the blocking
list is a major task as new sites appear every day.
* Awalled garden or “allow list” restricts access to a list of approved sites. Such lists
inevitably limit pupils’ access to a narrow range of content.
« Dynamic content filtering examines web page content or email for unsuitable words.
+ Keyword lists filter search engine searches and URLs for inappropriate results and web
addresses.
+ Rating systems give each web page a rating for sexual, profane, violent or other
unacceptable content.
* URL monitoring records the Internet sites visited by individual users. Reports can be
produced to investigate access.

The ICT System of the school will be monitored with regard to:

+ The Headteacher Deputy Headteacher regularly monitoring and recording the activity of
users on the school ICT systems through SENSO

* Online Safety incidents being documented and where appropriate reported immediately to
the Online Safety Leader who will arrange for these to be dealt with immediately in
accordance with the Acceptable Usage Policy

It is important that schools recognise that filtering is not 100% effective. There are ways to bypass
filters (such as using proxy websites, using a device not connected to the network e.g. mobile
phone).

Occasionally mistakes may happen and inappropriate content may be accessed. It is therefore
important that children should always be supervised when using Internet access and that
Acceptable Usage Agreements are in place. In addition, Internet Safety Rules should be displayed,
and both children and adults should be educated about the risks online and should recognise
acceptable and unacceptable behaviour, and be aware of a range of ways to report concerns about
content. Any material that the school believes is illegal must be reported to appropriate agencies
such as Northumberland County Council /CEOP.

Websites which schools believe should be blocked centrally should be reported to Northumberland
County Council. Teachers should always evaluate any websites/search engines before using them
with their students; this includes websites shown in class as well as websites accessed directly by
the pupils. Often this will mean checking the websites, search results etc just before the lesson.
Remember that a site considered safe one day may be changed due to the Internet being a
dynamic entity. Particular attention should also be paid to advertisements as they can change each
time the web page is accessed.



» The school’s broadband access will include filtering appropriate to the age and maturity of
pupils.

» The school will work with Northumberland County Council to ensure that filtering policy is
continually reviewed.

» If staff or pupils discover unsuitable sites, the URL will be reported to the School Online
Safety Leader who will then record the incident and escalate the concern as appropriate.

» The School Senior Leadership Team will ensure that regular checks are made to ensure
that the filtering methods selected are effective.

* Any material that the school believes is illegal will be reported to appropriate agencies such
as Northumberland County Council, Police or CEOP.

Chapter 8 - Data Protection:

We will ensure that under the General Data Protection Regulation (GDPR) and The Data
Protection Act 2018 all school personnel are able to access their personal data that is held about
them. We believe it is our duty to respond to any request of access within 40 days. We aim to
protect the right of school personnel to privacy in line with the Data Protection Act 2018.

We believe that all personal data covered by the Data Protection Act 2018 includes the school
admission register, attendance registers, curricular records, assessment data, class lists, reports to
parents, disciplinary records, school personnel files, financial information, and strategic and
improvement plans. We aim to fulfil our obligations under the Data Protection Act 2018. We as a
school community have a commitment to promote equality. Therefore, an equality impact
assessment has been undertaken and we believe this policy is in line with the Equality Act 2010.

Aims:

» To allow all school personnel their right to have access to their personal data.
» To protect all school personnel’s right to privacy in line with the Data Protection Act 2018.
» To work with other schools to share good practice in order to improve this policy.

Responsibility for the Policy and Procedure:
8.1 Role of the Governing Body:

The Governing Body has:

» the responsibility to comply with the legal requirements of the Data Protection Act 2018;

» delegated powers and responsibilities to the Headteacher as ‘Data Controller’ for the school

» delegated powers and responsibilities to the Headteacher to ensure all school personnel
and stakeholders are aware of and comply with this policy;

» responsibility for ensuring that the school complies with all equalities legislation;

* nominated a designated Equalities governor to ensure that appropriate action will be taken
to deal with all prejudice related incidents or incidents which are a breach of this policy;

» responsibility for ensuring funding is in place to support this policy;

» responsibility for ensuring this policy and all policies are maintained and updated regularly;

» responsibility for ensuring all policies are made available to parents;

+ responsibility for the effective implementation, monitoring and evaluation of this policy

8.2 Role of the Headteacher and Senior Leadership Team:

The Headteacher and the Senior Leadership Team will:



« ensure the school complies with the General Data Protection Regulations (GDPR), Data
Protection Act 2018 and the eight data protection principles;

* ensure security measures and confidential systems are in place to protect personal data
and pupil records;

» ensure all personal data is accurate and that inaccurate data is corrected or erased;

* ensure procedures are in place to deal with requests for access to personal data;

* ensure school personnel are aware of their rights;

* ensure school personnel are aware of their responsibilities

» provide leadership and vision in respect of equality;

» provide guidance, support and training to all staff;

* monitor the effectiveness of this policy;

» report to the Governing Body on the success and development of this policy as required

8.3 Role of School Personnel:

School personnel will:

» comply with all aspects of this policy;

» follow the safe and confidential system procedures that are in place to protect personal
data and pupil records;

« comply and respect confidentiality of personal information when involved with interviewing
new school personnel;

» inform the school and the Local Authority of any changes to their personal data

* implement the school’s equalities policy and schemes;

* report and deal with all incidents of discrimination;

» attend appropriate training sessions on equality;

* report any concerns they have on any aspect of the school community

8.4 Raising Awareness of this Policy:

We will raise awareness of this policy via media such as:

» the school website and Facebook accounts

* meetings with parents such as introductory, transition, parent-teacher consultations and
periodic curriculum workshops

» school events

* meetings with school personnel

« communications with home such as newsletters

» reports such annual report to parents and Headteacher reports to the Governing Body

+ information displays around school

8.6 Data Protection Principles:

Personal data must:

* be processed lawfully;

* be obtained and processed for specific and lawful purposes;

» be sufficient, appropriate and not excessive in relation to the precise purpose;

* be accurate and up to date;

* not be kept for a great length of time;

* be processed in agreement with the individual’s legal rights;

* be protected against unlawful processing, accidental loss, destruction or damage;



* not be transferred outside the EU unless the rights and freedom of the individual is
protected

8.6 Security Measures:

We work in conjunction with the Local Authority Code of Practice to ensure that computers and
servers comply with all up to date Government regulations and are secure with:

* anti-virus software;

» fire wall software;

* passwords

All school personnel are trained to:

* be discreet and confidential;

» consider the safe and secure positioning of digital devices;
* back up data;

» turn off computers when not in use;

* remember password access;

+ lock filing cabinets and doors to offices;

» shred confidential material;

8.7 Disclosure of Data:

Personal data cannot be disclosed to a third party without the consent of the individual except
when it is legally required.

8.8 Requests for Access to Data:

All requests from school personnel for access to their data must be made in writing on headed note

paper and sent to the data controller.
8.9 Rights of Individuals:

Individuals have rights to:

» know when their data is being processed, the reason it is being processed and the name of

the person or organisation requesting the information;
« prevent processing which could be harmful to them or others;
» prevent the processing of their performance management records;
* go to court to prevent inaccurate data being used;
* be compensated if a data controller contravenes the Data Protection Act 2018;
+ stop data being processed for direct marketing

Individuals are not entitled to:

» copies of their references;
» information on pay reviews;
+ examination results until they have been released

8.10 Grievance Procedure:

Any member of the school personnel who disputes any aspect of their personal data with the Data



Controller has the right to take up the matter under the school’s formal grievance procedures.
8.11 Training:

We ensure all school personnel have equal chances of training, career development and
promotion. Periodic training will be organised for all school personnel so that they are kept up to
date with new information and guide lines concerning equal opportunities.

8.12 Equality Impact Assessment:

Under the Equality Act 2010 we have a duty not to discriminate against people on the basis of their
age, disability, gender, gender identity, pregnancy or maternity, race, religion or belief and sexual
orientation. This policy has been equality impact assessed and we believe that it is in line with the
Equality Act 2010 as it is fair, it does not prioritise or disadvantage any pupil and it helps to promote
equality at this school.

8.13 Monitoring the Effectiveness of the Policy:

The practical application of this policy will be reviewed when the need arises by the coordinator,
the Headteacher and the nominated governor. A statement of the policy's effectiveness and the
necessary recommendations for improvement will be presented to the Governing Body for further
discussion and endorsement as required.

Chapter 9 - Bullying (including Online Bullying):
9.1 Introduction:

It is a Government requirement that all schools have an anti-bullying policy. The school policy
reflects this and DfE advice.

DfE guidance defines bullying as actions that are meant to be hurtful, and which happen on a
regular basis. Bullying can be direct (either physical or verbal) or indirect (for example, being
ignored or not spoken to).

9.2 Aims and objectives:

Bullying is wrong and damages individual children. We therefore do all we can to prevent it, by
developing a school ethos in which bullying is regarded as completely unacceptable. We aim, as a
school, to produce a safe and secure environment where all can learn without anxiety, and
measures are in place to reduce the likelihood of bullying. This policy aims to produce a consistent
school response to any bullying incidents that may occur. We aim to make all those connected with
the school aware of our opposition to bullying, and we make clear each person’s responsibilities
with regard to the eradication of bullying in our school.

9.3 The role of governors:
The governing body supports the Headteacher in all attempts to eliminate bullying from our school.
The governing body will not condone any bullying at all in our school, and any incidents of bullying

that do occur will be taken very seriously, and dealt with appropriately.

The governing body monitors incidents of bullying that do occur, and reviews the effectiveness of



this policy regularly. The governors require the Headteacher to keep accurate records of all
incidents of bullying, and to report to the governors on a yearly basis about the effectiveness of
school anti-bullying strategies.

A parent who is dissatisfied with the way the school has dealt with a bullying incident can ask the
chair of governors to look into the matter. The governing body responds within ten days to any
request from a parent to investigate incidents of bullying. In all cases the governing body notifies
the Headteacher, and asks her to conduct an investigation into the case, and to report back to a
representative of the governing body. The governing body then report their findings to the parent.

9.4 The role of the Headteacher:

It is the responsibility of the Headteacher to implement the school anti-bullying strategy, and to
ensure that all staff (both teaching and non-teaching) are aware of the school policy, and know how
to identify and deal with incidents of bullying. The Headteacher reports to the governing body about
the effectiveness of the anti-bullying policy on request. The anti-bullying policy will usually form part
of the induction process for new staff.

The Headteacher ensures that all children know that bullying is wrong, and that it is unacceptable
behaviour in this school. The Headteacher draws the attention of children to this fact at suitable
moments. For example, if an incident occurs, the Headteacher may decide to use an assembly as
the forum in which to discuss with other children why this behaviour was wrong, and why a pupil is
being punished.

The Headteacher ensures that all staff, including lunchtime staff, receive sufficient training to be
equipped to identify and deal with all incidents of bullying.

The Headteacher sets the school climate of mutual support and praise for success, so making
bullying less likely. When children feel they are important and belong to a friendly and welcoming
school, bullying is far less likely to be part of their behaviour.

9.5 The role of the teacher and support staff:

All the staff in our school take all forms of bullying seriously, and seek to prevent it from taking
place.

Teachers keep their own records of all incidents that happen in their class, and that they are aware
of in the school. If teachers witness an act of bullying, they will either investigate it themselves and
always refer it to the Headteacher DSL. Teachers and support staff do all they can to support the
child who is being bullied. If a child is being bullied over a period of time, then, after consultation
with the Headteacher, the teacher informs the child’s parents.

When any bullying takes place between members of a class, the teacher will deal with the issue
immediately. This may involve counselling and support for the victim of the bullying, and
punishment for the child who has carried out the bullying. Time is spent talking to the child who has
bullied: explaining why his/her action was wrong, and that child is encouraged to change his/her
behaviour in future. If a child is repeatedly involved in bullying other children, we inform the
Headteacher. We then invite the child’s parents into the school to discuss the situation. In more
extreme cases, for example where these initial discussions have proven ineffective, the
Headteacher may contact external support agencies.



All members of staff routinely attend training, which equips them to identify bullying and to follow
school policy and procedures with regard to behaviour management.

Teachers use a range of methods to help prevent bullying and to establish a climate of trust and
respect for all. They use drama, assemblies, role-play, stories etc, within the formal curriculum, to
help pupils understand the feelings of bullied children, and to practise the restraint required to
avoid lapsing into bullying behaviour. Time in class is used to praise, reward and celebrate the
success of all children, and thus to help create a positive atmosphere.

9.6 The role of parents:

Parents who are concerned that their child might be being bullied or who suspect that their child
may be the perpetrator of bullying, should contact their child’s class teacher immediately. If they
are not satisfied with the response, they should contact the Headteacher. If they remain
dissatisfied, they should follow the school’s complaints procedure, as detailed on the school
Website.

Parents have a responsibility to support the school’s anti-bullying policy, actively encouraging their
child to be a positive member of the school.

9.7 The role of pupils:

Pupils are encouraged to tell anybody they trust if they are being bullied, and if the bullying
continues, they must keep on letting people know.

Pupils are invited to tell us their views about a range of school issues, including bullying, in regular
pupil questionnaires, through the School Council or by posting a note in the ‘Red Furry Box'.

9.8 Online Bullying:

Online Bullying can be defined as “The use of Information Communication Technology,
particularly mobile phones and the Internet to deliberately hurt or upset someone” DCSF
2007.

The DFE 2017 note that “The rapid development of, and widespread access to, technology has
provided a new medium for ‘virtual’ bullying, which can occur in or outside school. Cyber-bullying is
a different form of bullying and can happen at all times of the day, with a potentially bigger
audience, and more accessories as people forward on content at a click”.

Preventing and Tackling Bullying:

Many young people and adults find that using the Internet and mobile phones is a positive and
creative part of their everyday life. Unfortunately, technologies can also be used negatively. When
children are the target of bullying via mobiles devices, social media, gaming or the Internet, they
can often feel very alone, particularly if the adults around them do not understand Online Bullying
and its effects. A once previously safe and enjoyable environment or activity can become
threatening, harmful and a source of anxiety.

It is essential that young people, school staff and parents and carers understand how Online
Bullying is different from other forms of bullying, how it can affect people and how to respond and
combat misuse. Promoting a culture of confident users will support innovation and safety.



Online Bullying (along with all other forms of bullying) of any member of the school community will
not be tolerated. Full details are set out in the school’s policy on anti-bullying and behaviour.
» There are clear procedures in place to support anyone in the school community affected by
Online Bullying.
* Allincidents of Online Bullying reported to the school will be recorded.
» There will be clear procedures in place to investigate incidents or allegations of Online
Bullying under the Bullying Policy
» Pupils, staff and parents/carers will be advised to keep a record of the bullying as evidence.
» The school will take steps to identify the bully, where possible and appropriate. This may
include examining school system logs, identifying and interviewing possible witnesses, and
contacting the service provider and the police, if necessary.
» Pupils, staff and parents/carers will be required to work with the school to support the
approach to Online Bullying and the school’s Online Safety ethos.

Sanctions for those involved in Online Bullying may include:

* The bully will be asked to remove any material deemed to be inappropriate or a service
provider may be contacted to remove content if the bully refuses or is unable to delete
content.

* Internet access may be suspended at school for the user for a period of time. Other
sanctions for pupils and staff may also be used in accordance to the schools anti-bullying,
behaviour policy or Acceptable Use Policy.

* Parent/carers of pupils will be informed.

» The Police will be contacted if a criminal offence is suspected.

9.9 Monitoring and review:

This policy is monitored on a day-to-day basis by the Headteacher, who reports to governors on
request about the effectiveness of the policy.

Chapter 10 - Mobile Devices:

Staff are allowed to bring mobile phones into school but they must only use them during break,
lunchtimes or during non-contact when they are not in contact with children unless they have the
permission of the Headteacher. These must be turned off or onto silent during the school day. They
are not allowed to use personal devices to take photographs or videos in school for any purpose

without the express permission of the Senior Management Team.

Staff should not use their personal mobile devices to contact children, parents and carers. Use for
school trips is an exception but the Headteacher will be informed of their use.

Children who bring mobile phones into school should hand them into their class teacher at the start
of the day and they will then collect them again at the end of the school day.

Chapter 11 - Policy Decisions:
11.1 How Internet access will be authorised

» All staff will read and sign School Acceptable Use Policy before using any school ICT
resources.



» Parents will be asked to read the School Acceptable Use Policy for pupil access and
discuss it with their child, where appropriate.

» Parents will be informed that pupils will be provided with supervised Internet access
appropriate to their age and ability.

*  When considering access for vulnerable members of the school community (such as with
children with special education needs) the school will make decisions based on the specific
needs and understanding of the pupil(s).

» Pupils will use age-appropriate online activities will be teacher-directed where necessary.

11.2 How risks will be assessed:

» The school will take all reasonable precautions to ensure that users access only
appropriate material. However, due to the global and connected nature of Internet content,
it is not possible to guarantee that access to unsuitable material will never occur via a
school device.

* Neither the school nor Northumberland County Council can accept liability for the material
accessed, or any consequences resulting from Internet use.

» The school will audit ICT use to establish if the Online Safety Policy is adequate and that
the implementation of the Online Safety policy is appropriate.

» The use of computer systems without permission or for inappropriate purposes could
constitute a criminal offence under the Computer Misuse Act 1990 and breaches will be
reported to Police.

* Methods to identify, assess and minimise risks will be reviewed regularly.

11.3 How the school will respond to any incidents of concern

Online Safety risks can be experienced unintentionally or deliberately by people acting
inappropriately or even illegally. Any potential concerns must be dealt with at a personal level.
Pupils are the first line of defence, being encouraged to report issues and concerns immediately;
then school staff, using their observation of behaviour which is essential in recognising concerns
about pupils and in developing trust so that issues are reported.

Staff and pupils should also help develop a safe culture by observing each other’s behaviour online
and discussing together any potential concerns. Incidents of concern may include unconsidered
jokes and comments or inappropriate actions. Any illegal activity would need to be reported to the
school Designated Safeguarding Lead.

Where there is cause for concern or fear that illegal activity has taken place or is taking place
involving the use of computer equipment, schools should determine the level of response
necessary for the offence disclosed. Assuming that the Headteacher is not the subject of concern,
a decision to escalate would normally sit with the Headteacher and the decision to involve Police
should be made as soon as possible, after contacting the Children Safeguarding Team or Online
Safety officer, if the offence is deemed to be out of the remit of the school to deal with. Staff should
however be encouraged to take matters further if they are NOT satisfied with leaders’ responses.

* All members of the school community will be informed about the procedure for reporting
Online Safety concerns (such as breaches of filtering, Online Bullying, illegal content etc).

» The Online Safety Coordinator will record all reported incidents and actions taken in the
School Online Safety incident log and other in any relevant areas e.g. Bullying or Child
protection log.



» The Designated Child Protection Coordinator will be informed of any Online Safety
incidents involving Child Protection concerns, which will then be escalated appropriately.

+ The school will manage Online Safety incidents in accordance with the school behaviour
policy where appropriate.

» The school will inform parents/carers of any incidents of concerns as and when required.

+ After any investigations are completed, the school will debrief, identify lessons learnt and

* implement any changes required.

* Where there is cause for concern or fear that illegal activity has taken place or is taking
place then the school will contact the Children’s Safeguarding Team or Online Safety
Officer and escalate the concern to the Police

11.4 How will Online Safety complaints be handled?

» Complaints about Internet misuse will be dealt with under the School’s complaints
procedure.

* Any complaint about staff misuse will be referred to the Headteacher

* All Online Safety complaints and incidents will be recorded by the school, including any
actions taken.

11.5 How is the Internet used across the community?

» The school will be sensitive to Internet-related issues experienced by pupils out of school,
e.g. social networking sites, and offer appropriate advice.

» The school will provide appropriate levels of supervision for students who use the Internet
and technology whilst on the school site.

* In accordance with the Computing programme of study, the school will educate children on
how to use technology safely and respectfully, impacting on school, home and community
behaviour.

11.6 How will Learning Platforms be managed?

« SLT and staff will regularly monitor the usage of the Network by pupils and staff in all areas,
in particular message and communication tools and publishing facilities such as blogging.

» Pupils/staff will be advised about acceptable conduct and use when using the Network Only
members of the current pupil, parent/carers and staff community will have access to the
Network.

» All users will be mindful of copyright issues and will only upload appropriate content onto
the Network.

*  When staff, pupils etc leave the school their account or rights to specific school areas will
be disabled.

This Policy will be reviewed in line with the school’s policy review schedule.
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